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AI– Major Element of The Fourth 
Industrial Revolution (4IR)
• “The AI revolution, will lead to . . . no more need to perform routine, limited value, jobs. 

The workforce and the underlying employment models, will move from long-term, 
full-time employment agreements, to flexible, selective premium services offerings.”

• “A robot and an intelligent algorithm cannot become ill, have children or go on strike 
and is not entitled to annual leave . . . and works reliably and constantly in danger 
zones and during the night.” 

• 65% of Americans expect that, within 50 years, a robot or intelligent algorithm will be 
doing their work. 

George Krasadakis, AI: The Impact on Employment and the Workforce, MEDIUM (Jan. 17, 
2018), https://medium.com/innovation-machine/artificial-intelligence-3c6d80072416. 
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Artificial Intelligence…

1. What it is + how it works 

2. What it can do 

3. Why you should care 

4. Why it matters, risks, employer use

5. Legal issues
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What it is • Simulation of human intelligence in machines, 
allowing them to perform tasks that typically require 
human intelligence
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How it works

1.Collects Data (images, speech, 
sound, etc.) 

2.It processes that data based 
on patterns it was “trained” to 
recognize

3.Output

1.It learns*
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What it can do

Natural Language Processing (NLP):
NLP is a field of AI that deals with the interaction between computers
and human language. It's used in chatbots, language translation,
sentiment analysis, and more.

Computer Vision:
Computer vision enables AI systems to understand and interpret visual
information from images and videos. This is used in applications like
facial recognition and autonomous vehicles.

Robotics and Control:
AI can be applied in robotics to control robots' movements and tasks.
It's vital in areas like industrial automation and autonomous drones.

Optimization and Search:
AI algorithms are used for optimization problems, like finding the best
route for delivery trucks or optimizing supply chain logistics.
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What it can do (cont.)
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Why you should care ?

1. It’s everywhere, and it’s not 
going away anytime soon

2. There are serious risks if not 
used carefully 

3. It impacts all of our clients 
and the work we do . . .
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What are the risks?

• Intellectual Property and 
Ownership

• Attribution and Plagiarism 

• Bias and Representation 

• Unintended Content 
Generation 

• User Consent and Privacy 
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How Are Employers Using AI?

• Hiring
• Performance Management
• Surveys
• Training
• Retention/Flight Risks
• Health Costs
• Anything that involves data 

to predict human behavior
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Legal Outlook

• EEOC

• ADPPA

• Various State Laws 

• Artificial Intelligence, Real 
Repercussions 

• The White House’s Blueprint, 
Framework, and Executive 
Order 



fisherphillips.com

Announced initiative on A.I. and algorithmic fairness on October 28, 2021 

“While the technology may be evolving, anti-discrimination laws still apply. The 

EEOC will address workplace bias that violates federal civil rights laws 

regardless of the form it takes, and the agency is committed to helping 

employers understand how to benefit from these new technologies while also 

complying with employment laws.”

The EEOC’s “New Civil Rights Frontier”
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• “The Americans with Disabilities Act and the Use of Software, Algorithms, 

and Artificial Intelligence to Assess Job Applicants and Employees”

• Best Practices   

• Broad Scope

• Responsibility for Vendor Technology

EEOC May 12, 2022 Guidance



fisherphillips.com

• How employers can violate the ADA

• Failing to provide reasonable accommodation

• Screening Out

• Improper Inquiries

EEOC May 12, 2022 Guidance (Cont’d)
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• Tips to Avoid Pitfalls

• Transparency                                        

• Notice

• Focus on Essential Functions

• Confirm Vendor Compliance

EEOC May 12, 2022 Guidance (Cont’d)
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• “Assessing Adverse Impact in Software, Algorithms, and Artificial 

Intelligence Used in Employment Selection Procedures Under Title VII 

of the Civil Rights Act of 1964”

May 18, 2023 EEOC Guidance 
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May 18, 2023 EEOC Guidance (Cont’d)

• Could an employer’s use of an algorithmic decision-making tool be a “selection 
procedure?”

• Can employers assess their use of an algorithmic decision-making tool for 
adverse impact in the same way that they assess more traditional selection 
procedures for adverse impact?

• Is an employer responsible under Title VII for its use of algorithmic decision-

making tools even if the tools are designed or administered by another entity, 

such as a software vendor? 
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• What is a “selection rate”?

• What is the four-fifths rule?        

May 18, 2023 EEOC Guidance (Cont’d)
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May 18, 2023 EEOC Guidance (Cont’d)

• The 4/5ths rule has been used by the EEOC for decades to determine 
potential employment discrimination based on adverse impact

• What is the 4/5ths rule?

➢the selection rate for each group is compared to the rate for the group 
with the highest selection rate

➢If the selection rate for a protected group falls below 80% of the rate for 
the group with the highest selection rate, it suggests possible adverse 
impact 

➢Compliance with the 4/5ths rule does not guarantee a selection 
procedure is free from adverse impact under Title VII
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May 18, 2023 EEOC Guidance (Cont’d)

• Does compliance with the four-fifths rule guarantee that a particular 

employment procedure does not have an adverse impact for purposes of 

Title VII?

• If an employer discovers that the use of an algorithmic decision-making 

tool would have an adverse impact, may it adjust the tool, or decide to use 

or a different tool, in order to reduce or eliminate that impact?
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OFCCP FAQ – July 23, 2019

25

• “Irrespective of the level of sophistication involved, OFCCP analyzes 
all selection devices for adverse impact.  If OFCCP discovered that a 
contractor’s use of an AI-selection procedure is having an adverse 
impact at a contractor’s establishment, the contractor is required to 
validate the selection procedure using an appropriate validation 
strategy . . .

https://www.dol.gov/agencies/ofccp/faqs/employee-selection-procedures#Q6
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OFCCP’s Validation Strategy 
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• When a selection procedure has adverse impact on a protected 
group, the Uniform Guidelines on Selection Procedures require 
evidence of validity from validity studies. 

• Approaches:
• Content Validation

• Criterion-related Validation

• Construct Validation
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Content Validation

27

• Data showing that the content of the selection procedure is 
representative of important aspects of performance on the job for 
which candidates are to be evaluated. 
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Criterion-Related Validation 

28

• Empirical data demonstrating that the selection procedure is 
predicative of or significantly correlated with important elements of 
job performance (criteria).
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Construct Validation 
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• Data showing that the procedure measures the degree to which 
candidates have identifiable characteristics which have been 
determined to be important in successful performance in the job for 
which the candidates are to be evaluated. 
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Proposed American Data Privacy And Protection 
Act (ADPPA)

• July 20, 2022 – draft legislation introduced that would govern how 

companies across different industries treat consumer data.

• Was approved by the Committee on Energy and Commerce but failed to 

advance to the House or Senate floors
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State Laws/Regulations

• Colorado – 702-4: prohibits insurers from using any external consumer 

data, or A.I. in a way that unfairly discriminates based on protected statuses

• Illinois Artificial Intelligence Interview Act: regulates employers who ask 

applicants to give video interviews 

• New York City Local Law 144: makes it unlawful for employers to use  or 

vendors to sell an “automated employment decision tool” that does not 

conduct a disparate impact analysis at least annually, with a summary made 

publicly available and filed with the NY Department of Labor
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Other Proposed State Laws/Regulations

• California – AB 331: proposed regulations for “automated-decision systems” 

that contribute to or result in algorithmic discrimination 

• D.C. – Stop Discrimination by Algorithms Act of 2023

• New Jersey’s Bill: almost identical to New York City’s Local Law 144 –

prohibits use of automated employment decision tool unless the tool has 

been subject to a bias audit, which is to be made publicly available, and 

notices must be provided to employees/job candidates 
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Artificial Intelligence, Real Repercussions

• EEOC v. iTutorGroup, Inc., et al. 

• iTutor hired US-based tutors to provide online tutoring 

• EEOC sued iTutor for programming their tutor application software to 
automatically reject applicants aged 55 or older and male applicants 
aged 60 or over 

• iTutor settled the suit - $365,000 to a group of over 200 rejected 
applicants

• iTutor must also reconsider all improperly rejected applicants 
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Blueprint For A.I. Bill Of Rights

• October 4, 2022

• non-binding; intended to support the development of policies and practices

that protect civil rights and promote democratic values in the building,

deployment, and governance of automated systems.

• Provides a framework to be used for automated systems having a potential

to meaningfully impact the American public’s rights, opportunities, or access

to critical resources or services
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Blueprint For A.I. Bill Of Rights

1. You should be protected from unsafe or ineffective systems 

2. You should not face discrimination by algorithms, and systems should 

be used and designed in an equitable way 

3. You should be protected from abusive data practices via built-in 

protections, and you should have agency over how data about you is 

used

4. You should know that an automated system is being used and 

understand how and why it contributes to outcomes that impact you 

5. You should be able to opt out, where appropriate, and have access to 

a person who can quickly consider and remedy problems you 

encounter
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An AI Framework

1.The National Institute of Science and
Technology - federal agency that promotes
innovation and industrial competitiveness

2.Developed a framework for businesses that
want to manage risks related to AI

3.Framework is multi-pronged and provides a
variety of resources, including documents,
videos, interviews, and a resource center

4.See the AI Playbook, a 210-page guide
providing a comprehensive look at suggested
practices for integrating AI into the workplace
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President Biden’s Executive Order

1. Setting Standards for AI Safety and Security

2. Protecting Americans’ Privacy

3. Advancing Equity and Civil Rights

4. Protecting Consumers, Patients, and Students

5. Supporting Workers

• Fair pay

• Evaluation of job applicants

• Workers’ rights to bargain collectively

6. Promoting Innovation and Competition

7. Advancing American Leadership Abroad

8. Ensuring Responsible and Effective Government Use of AI
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What should be done?

1.Develop policies and practices related to 
AI use 

2.Transparence with applicants and 
employees 

3.Ensure AI systems are trustworthy 

4.Have DEI and accessibility as core 
tenants of AI programs 

5.Be aware of data security concerns 

6. Inventory AI systems 

7.Develop contingency plans 

8.Periodic review of AI systems 

9.Stay up-to-date with the legal and 
regulatory landscape 
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QUESTIONS?
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Thank You! 

Sheila M. Abron

Fisher & Phillips, LLP

sabron@fisherphillips.com

803-255-0000

mailto:swillis@fisherphillips.com


Title VII - A 60th Anniversary Review 
 
 

Nekki Shutt 
 

2022 SC BAR CONVENTION 

 

Children’s Law Committee 

 

2024 SC BAR CONVENTION 

 

Employment & Labor Law Section 

Friday, January 19 



 

 

 

 

 

 

 

 

 

No Materials Available 



Digital Forensics and Their Use in Employment 
Litigation 

 
 

Micah Sturgis 
 

2022 SC BAR CONVENTION 

 

Children’s Law Committee 

 

2024 SC BAR CONVENTION 

 

Employment & Labor Law Section 

Friday, January 19 



Digital Forensics 
and Their Use in 
Employment 
Litigation



Biography
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• Micah Sturgis, EnCE, CCME

• President – Sturgis Forensics, L.L.C.

• Over 20 years of Digital Forensic and Investigative 

Experience

• Developed three Forensic Labs

• Experience in Public, Private, and Corporate Sectors

• Qualified multiple times as an Expert in the field of 

Digital Forensics in Criminal and Civil Litigation.

• Instructor of Digital Forensics



“These cases require us to decide how the search incident to 
arrest doctrine applies to modern cell phones, which are now 
such a pervasive and insistent part of daily life that the 
proverbial visitor from Mars might conclude they were an 
important feature of human anatomy.”

-Chief Justice Roberts
United State Supreme Court



What are we collecting 
and Why?

• Cell Phone Data Collection (messages, 3rd party chats, call logs, files)
• Computer Data (messages, 3rd party chats, emails, files, Internet search history,
     Last Modified, Accessed, Created dates for files and folders, etc.)
• Email Accounts (Outlook, Gmail, Yahoo, etc.)
• Slack Accounts
• Teams Accounts
• Cloud Accounts (Dropbox, Box, OneDrive, etc.)



What are we collecting 
and Why?

• Cell Phone data can show communication between parties prior to termination of 
      employment, Deletion of Messages, Call Logs, Backups, Transfer of data pertinent to 
      the case.

• Computer data can show what files have been accessed, modified or deleted.  
      Indications of mass deletion, hidden files, Indication of transfer of files.  Emails 
      still on the computer in an OST file may show emails that have been deleted from 
      the custodians live email account (Spoilation)

• Response to Subpoena, Collection of email accounts. Forensically Collecting Email 
      Accounts.

• 3rd Party Applications such as Slack and Teams can reveal plans in the making or 
      transfer of files.



What are we collecting 
and Why?

• Cloud based storage such as Dropbox, Box, OneDrive, etc. can show transferred files, 
     stored files in personal accounts that belong to the company, multiple accounts can 
     reveal the transfer of files from a business account to a personal account.

• Recover Company Files that have been taken prior to or after termination.

• Controlled and Ordered deletion by the Digital Forensic Examiner of Company Files from 
     Personal Accounts.



Order of Operations
• Review of Court Orders

• Review of Subpoenas

• Following the Letter of Law

• Four Corners of the Order

• Search Terms

• Quality Control

• 1st Production

• 2nd Production

7



Why Do You Need Us?

• Responding to Subpoenas/Court Orders

• Forensically Collecting Data v. Internally Collecting

• Expert Production v. Internal Production

• Expert Testimony

• eDiscovery Services

• Preserving/Collecting Electronic Data, DeDuping/Culling/Doc Review

8
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Taking your Cases to the 
next level

➢ Utilizing all your evidence

➢ Uncovering data

➢ Seeing the entire picture

➢ Organizing all your electronic evidence



Being Mindful

▪ Time Constraints

▪ Search Terms

▪ Search Perimeters

▪ Export Formats
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Computer Forensics

▪ User Created Files

▪ Search History

▪ LNK Files

▪ Shellbags

▪ USB Connectivity

▪ All Connected Devices

▪ Recovering Deleted files

11



Mobile Forensics
▪ Support for nearly all mobile 

devices

▪ Physical Extractions

▪ Advanced Logical Extractions

▪ Full File System Extractions

▪ Recovering Deleted Files

▪ Database Review

12



Social Media 
Collections
▪ Facebook

▪ Instagram

▪ Slack

▪ Twitter

▪ Discord

13



Email Collections
▪ Outlook

▪ Outlook 365

▪ Gmail

▪ Yahoo

▪ Hotmail
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eDiscovery
▪ Collection

▪ Culling and Deduplication

▪ Filtering

▪ Search Terms

▪ Export Load Files

▪ Review

▪ Hosting

15
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QUESTIONS?



Contact

Micah Sturgis, EnCE, CCME

micah@sturgisforensics.com

info@sturgisforensics.com

(704) 476-9596

www.sturgisforensics.com

17
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